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Introduction to OGNL

OGNL (or, if you spell it out, Object-Graph Navigation Language) can be a
challenge the first time you use it to solve a problem. OGNL can be used in
PingFederate to accomplish mapping requirements that don't fit into a straight
copy of one attribute value into another attribute. The biggest challenge is just
getting through the basics of the language. Although OGNL looks and feels like
Java, it's just different enough to make it a frustrating experience.

This article will lay down the foundations of the language with concrete examples
that you can execute in PingFederate. I'll be using the OGNL Language Guide on
apache.com as a template for these topics, making them relevant to
PingFederate.

| will assume that you are familiar with coding in general and the Java language
in particular, although you do not need to be an expert. Each example will be
explained. | will provide code examples you can use to solve specific problems in
PingFederate. Sometimes these code examples will just show the concept being
discussed, but you can be sure that all the code examples provided will work in
PingFederate. The Language Guide is a good starting point for some of the
basics. Some things (for example, Constants) will not be covered in this series
because the Guide does a good job. We will just use them as needed.

One guestion you may have is, 'why do | need to use OGNL?' Here are some
possible reasons:


http://www.pingidentity.com/
http://commons.apache.org/proper/commons-ognl/language-guide.html
http://commons.apache.org/proper/commons-ognl/language-guide.html

e You only need to send a subset of the data in the attribute, for example
you have a code value that contains department and division codes as
one value but you only need the department code to be sent

e You need to reformat the data, for example take a date that is
MM/DD/YYYY and make it YYYY-MM-DD

e The attribute value you have is not exactly what you need and it needs to
be tweaked

The first step is to enable OGNL support in PingFederate. Refer to Enabling and
disabling expressions in the PingFederate documentation for information about
turning on OGNL support in your PingFederate server.

In the next section in the series we will start with a simple OGNL example and
learn how to fetch attributes in PingFederate.


http://documentation.pingidentity.com/display/PF/Enabling+and+Disabling+Expressions
http://documentation.pingidentity.com/display/PF/Enabling+and+Disabling+Expressions

A simple OGNL expression

When you start an OGNL expression, the current context is the PingFederate
framework. You can refer to this by using the #this variable. You use this to
retrieve the contents of an attribute in your current mapping operation. For
example, in an IdP Connection, when mapping an Assertion you received to an
SP Adapter, you can refer to the SAML_SUBJECT as:

#this.get("SAML_SUBJECT")

The get method allows you to extract the value of an attribute by passing in the
name as a string. The attribute name is case sensitive. You can retrieve
attributes that are part of the adapter, the assertion or that came from a
datasource lookup. A simple way to see what attributes are available to you in a
particular mapping is by selecting the Edit link when you select Expression as
the source, as shown in the following screenshot:

ATTRIBUTE VALUE
SAML_SUBJECT

attribute01

attribute02

attribute03
context.AuthenticationClx
context.Clentip

context HitpRequest

context. TargetResource

More on the editor in a future post.

Taking the earlier expression, let's build on it by converting the value to
uppercase, as follows:

#this.get("SAML_SUBJECT").toString().toUpperCase()



(If you are familiar with Java, you may be saying to yourself: "Hey, except for the
# this looks just like Java." And that's true! As | said, Java-like...)

Explanation: The above expression extracts the value of SAML_SUBJECT with get,
makes sure that we end up with a string with toString(), and then converts that
subject string to uppercase. We need to make sure we get as a string because it
potentially could be a collection or array of values, for example, if you are
working with the LDAP memberOF attribute (more on that in a later post, t00).

The result of this expression will be placed into whatever attribute you mapped it
to, as shown in the following screenshot:

Bubms! Expression §|  #this pel"SAML_SUBJECT™) Sinngl ) lolipperCasad)

Here's what the results look like when received and consumed by the target
application.

Attribute Name Attribute Value
subject SARAH

I'll have more in my next post in the series.



Declaring variables in OGNL

In my previous post, | introduced our first OGNL expression and, in the process,
a part of the OGNL syntax. In this post, I'll expand on that syntax. In learning any
language, it's always good to start with basic structures. By learning the syntax,
you can start down the path of writing your own OGNL expressions, which is the
ultimate objective of this series.

A typical OGNL expression consists of a variable and a method that allows you
to get some information from that variable or perform an operation. A variable
can be identified by prefixing a name with the #symbol. We saw the use of this
with the #this, which is a special variable that allows to get the current context of
the Mapping we are trying to do (and therefore reference its attributes).

You can also declare your own variables to hold result values of operations you
perform in your OGNL expression. These declared variables are global to the
entire expression and are not typed, meaning they can hold any value. In this
way OGNL is like JavaScript, which, as we all know, is a different language from
Java.

Another important part of the OGNL syntax is the comma (,) which acts like a
semi-colon (;) in Java in separating different lines or blocks of code in an
expression.

Let's say you need to generate a unique value based on the SAML_SUBJECT
that will differ for each SSO event and place this into another attribute in the
assertion that you're building. You could write an expression like the following:

#hash = #this.get("subject™).toString().hashCode(),
#timeStamp = new java.util.Date().getTime(),
#uid = new java.util. UUID (#timeStamp, new java.lang. Integer(#hash).longValue())

In this expression, we have three lines of code and use three different variables
to hold values as we step along. The results from the final line will end up being
the value (its String value) that will be placed into our target attribute. The
following is the explanation for each line of code (for more details on the Java
classes used see the Javadocs):

1. We're taking the hash of the subject attribute, as a string, provided by the
adapter. This is a unigue integer value generated by the hashCode
method.

2. We create a date object with the current time; we then extract the number
of milliseconds as a long value.

3. The UUID class allows us to create a GUID-like value using two long
values, so we take our timestamp value and convert the hash integer to a
long value.


http://commons.apache.org/proper/commons-ognl/
http://docs.oracle.com/javase/7/docs/api/

4. The expression as mapped into an attribute is shown below, in this case in
an SP Connection to build an assertion.

attribute01 | Expression $ #hash = #this get("subject”) toString().hashCode(), #timeStamp = new
java.util. Date().getTime(), #uid = new java.util, UUID(#timeStamp, new
java.lang.Integer(#hash).longValue())

You can paste or write it into the edit field as a multi-line expression as | show

above, but once it is saved, PingFederate will reformat the expression and
remove the line feeds.

Here's what the results look like when received by the application:
Attribute Name Attribute Value
subjecl SARAH
attr01 0000013e-8374-12c4-0000-000008825f0b +——



Method calls in OGNL

In my previous posts, we saw examples of method calls, or, how you can call a
method on an object to either extract a value or perform some action that will
produce a result we can use. In this post, I'll discuss how methods are called, the
potential implications to what you're trying to accomplish, and how to deal with
static methods in Java.

An important thing to understand about OGNL is that it's an interpreted language
- at runtime, the OGNL processor or interpreter parses through your expression
and tries to generate the proper Java code. As you can guess, this interpretation
will have an impact on the runtime performance, so that is something to keep in
mind as you write expressions.

When it comes to method calls, OGNL tries to figure out which method to call by
matching the most specific method based on the type information of the
arguments provided. If more than one method is equally specific for the given
arguments, then it will arbitrarily choose one.

Also, whenever you supply a null as an argument, OGNL matches the type of all
non-primitive types, which may lead to unpredictable results. So, you should
always try to provide values for all arguments unless you know that a null for a
particular argument is allowed for a method call.

In those OGNL method calls, we've seen that the comma (,) is used to separate
arguments. It's also the code separator. If a comma is inside parentheses, then it
will be accepted as the separator for arguments; otherwise, it will be assumed to
be a code block or line separator.

Up to this point, we have been calling methods on objects that we have
instantiated by either taking it from the context (#this) or by using the new
operator, for example:

#today = new java.util.Date()

In my previous post, | noted that we can then call a method such as toString:
#is = #today.toString()

(Of course, we could combine it all into one expression.)

You can use static methods in Java, but you must use a special syntax so that
the OGNL interpreter understands that the method in question is static. In order
for a static method to be recognized as such, you must prefix it with an at symbol
(@) before the package name and the method, as shown below:

#isAnotherWay = @java.lang.String@format("%1$tY/%1$tm/%1$td", #today)



Taking all the code above (which by the way shows you how to reformat a date)
and combining it into a final expression will give us:

#today = new java.util.Date(),
#is = #today.toString(),

#isAnotherWay = @java.lang.String@format("%1$tY/%1$tm/%1$td" #today),
"Default: " + #is + " and our format: " + #isAnotherWay

The last line of code concatenates it all together to be the final value we want
assigned to our attribute.

ndraAs Expression & Boday = rew jaa.util Date(),
Wig = Eoday toSinng(),

EmAnotheriay = fiava lang. Sringdioomat]™5 1507 ™% 1 50m™% 1 S, Modany)
“Dretault “ = Bis + * and owr fommal: © + BeAnotherWiry

Here are the results when received by the application:

Attribute Name Attribute Value

subject ADMIN

attr01 000001 3e-84c4-c736-0000-000005860341

attr02 Dafault: Wed May 08 08:31:28 MST 2013 and our formal: 2013/05/08



Arrays in OGNL

OGNL provides many options for dealing with arrays in an expression.

The Apache Commons language guide on OGNL in the section on arrays covers
this in some detail, though it may leave you with more questions than answers.
For this article in the series | am going to focus on the simplest way to use an
array in an expression. In a future article we may get fancier with arrays.

You can think of an array as a collection of objects or primitives in OGNL,
although it is not a necessarily a java.util.Collection.

You can get the size of an array by using the length property, as in the following
expression:

array.length

To access a specific element you use the standard array syntax, as in the
following example. Here, to access the first element you would use:

array[0]

Note from the above that arrays are zero based, meaning a reference to the first
element in the array is always 0, and the last element in the array would be
length -1, as in this example:

array[array.length - 1]

The following code shows what we covered above in one OGNL expression.
Although this is a made up example it should give you some idea of what you
can do with arrays.

#array = #this.get("subject").toString().getBytes(),

array[array.length - 1] = array[0],

"The length of attribute 'subject’ is: " + array.length + " Byte value O is : " + array[0] + " The expression ‘ar
ray[array.length - 1] = array[0]' replaces last byte with first byte giving you: " + new String(array).toString(

)

irkaseld Expression §| Sarray = Bhis gel it o Strng ) getBybea(),
arfay{airay length - 1] = aray{l]
“Thae lengih of slifbuin ‘subjec’ & * » army bengit = * Byle velue 0 "+
arfargll] + ° Tha amgrassisn “araylamay engih - 1] = afrap|0] rapleces asl
et il rml bySe givang yosu. * # naw String|arnay ) ieSinng()

And an example of it in action:

The length of attribute "subject’ is: 5 Byte value 0 is : 97 The expression ‘array[array.length - 1] = array[0]'

atr03  ropjaces last byte with first byte giving you: admia


http://commons.apache.org/proper/commons-ognl/language-guide.html

OGNL: What about those curly braces?

If you have seen more complex OGNL expressions you probably have seen the
use of curly braces { } with expressions in them that seem to do wonderful things,
but definitely looks nothing like Java. This is one of the more interesting and
powerful features of OGNL and will take 2 or 3 posts to cover.

The challenge may be where to start.

Let's first introduce a PingFederate class that is part of the SDK and is very
handy in working with OGNL.:

org.sourceid.saml20.adapter.attribute. AttributeVValue

This class represents the attribute object in PingFederate and when you use the
following in your expression:

#this.get("SAML_SUBJECT")

It actually returns an instance of this type of object and if it is a single value
attribute you can use the toString method as we did in the second article of this
series to get the actual value. This class is very flexible and you can use it to
create multi-valued attributes along with single-value attributes.

You can use the curly braces to create an array (we first talked about arrays last
week) of objects, for example, by doing something like this:

{"first", "second", "third"}

This expression creates a java.util.Collection object. Combining the PingFederate
class and the above code you can create an attribute that will be sent as a multi-
valued attribute in the SAML assertion. The expression would look like:

new org.sourceid.saml20.adapter.attribute. AttributeVValue({"first", "second", "third"})

The following screenshot shows the expression in PingFederate:

attributedd Expression §  new org.sourceid.sam|20.adapter.atiribute. AttributeValue{{*first", "second",

*third"}}

The resulting assertion would look like the following in the server log:

<saml: Attribute Name="attribute04" NameFormat="urn:oasis:names:tc:SAML.:2.0:attrname-format:basic"
>

<saml: AttributeValue xsi:type="xs:string" xmins:xs="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi
="http://www.w3.0rg/2001/ XMLSchema-instance">first</saml: AttributeVValue>

10
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<saml: AttributeValue xsi:type="xs:string" xmlins:xs="http://www.w3.0rg/2001/XMLSchema" xmins:xsi
="http://www.w3.0rg/2001/ XMLSchema-instance">second</saml: Attribute VValue>

<saml: AttributeVValue xsi:type="xs:string" xmlns:xs="http://www.w3.0rg/2001/XMLSchema" xmins:xsi
="http://www.w3.0rg/2001/XMLSchema-instance">third</saml: Attribute\VValue>
</saml:Attribute>

The following screenshot shows the result in the application:

attr04 first
attrO4 second
attr04 third

11



Looping in OGNL

A question that comes up often is, "How to do | construct a loop in OGNL?" For

example, | might have a collection/array of objects that | need to loop through in

order to check or modify the values in it. A very common use case is with group

membership (I dealt with this topic in a Technical Roundtable: Managing Groups
and OGNL).

As part of sending identity information, you often need to send the groups the
user is a member of in an LDAP directory.

The memberOf attribute often contains a DN or distinguishedName in the
following format:

CN=Managers,CN=Users,DC=company,DC=com

But let's say that your partner cannot handle the DN format and just wants the
group name, which in our example is Managers. How do we remove all the extra
bits of the DN to get it down to just the name? There are many ways to
accomplish that task, but we will not digress too much. The Java SDK provides a
class (javax.naming.ldap.LdapName) that will do the hard work for us, so we will
simply use that.

The second problem, and what interests us, is that usually you get multiple
groups in the memberOf attribute; therefore, you need to loop through each one.

In my previous article, I first talked about curly {} braces and how they can be
used to create a collection or array. In addition to creating a collection, the curly
braces can also be used to let us step through a collection and even create a
new one in the process. | also talked about how

the org.sourceid.saml20.adapter.attribute.AttributeValue class is used to retrieve
attributes available to us in the PingFederate context, either from an Adapter,
assertion, or a data source (such as LDAP). If the attribute that PingFederate
provides is multi-valued (i.e., a collection) we can use the getValues method to
get this collection. Taking those two bits of knowledge above and some Java
know-how, we can create some code that looks like the following:

1. #groupCnOnly = new java.util. ArrayList(),

2. #groups = #this.get(""ds.LDAP.memberOf")!=null?#this.get("ds.LDAP.memberOf").getValues() : {},
3. #i=0,

4. #groups.{

5. #group = new javax.naming.ldap.LdapName(#groups[#i]),

6. #cn = #group.getRdn(#group.size() - 1).getValue().toString(),

7. #groupCnOnly.add(#cn),

8. #i=#i+1

9.}

10. #this.get("'ds. LDAP.memberOf")!=null? new org.sourceid.saml20.adapter.attribute. AttributeValue(#gro
upCnOnly) : null

12
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I'm taking a slightly different approach of showing you all the code upfront, but
now I'll explain it line-by-line (line numbers above should be removed when you
copy this code into your own PingFederate environment):

With the org.sourceid.saml20.adapter.attribute.AttributeValue class, we can
create an object that takes an java.util.ArrayList a collection. We want to return
the CN for all the groups; therefore we'll create an object to hold those groups.
We check to make sure that the memberOf attribute retrieved from the LDAP
data source actually exists; in other words, does the user belong to at least one
group?

o If so, we extract this collection (an ArrayList) from the current context.

o If not, we create an empty collection with the {} braces.

We initialize a counter to control the loop, because we'll need to go through each
of the objects in the collection.

. The groups object either contains the collection of groups or an empty collection.

The curly braces will provide an iteration through each entry in the collection --
effectively a for or where loop that will take us through each entry in the
collection. Inside the curly braces, we place the code to process each entry in
turn.

Let's extract the nth entry (using the loop counter i). Remember that arrays in
OGNL are zero based. We take the value that is a DN and use it to create

a javax.naming.ldap.LdapName

From the group element, we get the last entry (another array we are dealing with
here), which is the CN, and get just the value (what is after the equal sign

in CN=).

Add this to the ArrayList that is going to hold our new collection of CNs.
Increment the loop counter.

While we still have values in the groups collection, we go back to the

open { curly brace and continue.

10. Verify that user did belong to at least one group. If so, we return the new

collection of just CNs. If not, we simply set the return value to null, what we got
at the start.

The code in action

First, let's see what we get from the data source in the memberOf attribute:

attribute05 LDAP (Idap) ¥ memberOf %

The results are:

13



attr05 CN=Finance,CN=Users,DC=company,DC=com
attr05 CN=Managers,CN=Users,DC=company,DC=com
attr05 CN=Employees,CN=Users,DC=company,DC=com

Now the code:

attiduee08 Expression $  #groupCnOnly = new java utll ArrayList(), Wgroups =

#this get("ds LDAP.memberOf)lsnuli?#this get(“ds. LOAP. memberOf”). getValues():(},
#i= 0, #groups.{ W#group = new jJavax.naming idap.LdapName(#groups{#i]), #cn=
#group.getRdn(#group.size() - 1).getValue().toString(), #groupCnOnly.add{#cn),
#i=#+ 1 ), #this get("ds.LDAP.memberOf)l=null? new

org.sourceid sami20 adapter. attribute AttributeValue{#groupCnOnly): null

The results of the code execution:

attrO6 Finance
attrO6 Managers
attrO6 Employees

This code provides one solution to the looping problem. In my next OGNL
installment, we'll discuss an alternative approach.

14



Looping in OGNL take 2

In my previous article on looping, we looked at looping through a collection in an
OGNL expression. In this article, we will take a different approach and learn more
about what we can do inside the curly braces { } of an OGNL expression.

In the previous example, we set up a loop counter and used it to extract a
particular entry from our collection or array. The curly braces served as the loop
control like the for or where clause in Java. Since the curly braces controlled the
loop, you could remove the need for the counter during the loop iteration if there
were some other way to get the current value of an attribute. And since the
attribute we care about is group, we would want to somehow get the value of the
current group.

So if we have an array object containing all the groups the user is a member of,
we would want to iterate through it and get the group value. If the whole group
array is [marketing, sales, IT] then in the first iteration, we'd want to get
"marketing,” in the second, "sales" and the third, "IT."

There is a way to get those group values without having a loop counter. In

my second article we talked about how the #this variable allowed us to get
information from the current context. You could use it to get the value of an
attribute that is available for use from PingFederate. Inside the curly braces, you
can also use it to get the current group value that is being processed in the loop.
This is called "projection” in OGNL and provides a very powerful tool for working
with collections, for more information see the OGNL language guide.

Look at the code below and compare it to the example in my last article. You will
notice that the counter i is no longer set or incremented; you don't need it. What
has changed is that at the start, we assign a value to #group with #this (line 4).

1. #groupCnOnly = new java.util. ArrayList(),

2. #groups = #this.get("'ds.LDAP.memberOf")!=null?#this.get("ds.LDAP.memberOf").getVValues():{},
3. #groups.{

#group = #this,

#group = new javax.naming.ldap. LdapName(#group),

#cn = #group.getRdn(#group.size() - 1).getValue().toString(),

#groupCnOnly.add(#cn)

o 0~

=

8.},
9. #this.get("ds.LDAP.memberOf")!=null? new org.sourceid.saml20.adapter.attribute. AttributeValue(#grou

pCnOnly):null

Let's review the code line by line (line numbers above should of course be
removed when you copy this code into your own PingFederate environment):

1. With the org.sourceid.saml20.adapter.attribute.AttributeValue class, we can

create an object that takes a java.util.ArrayList as a collection. We want to return
the CN for all the groups, so we create an object to hold those CNs.

15
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. We check to make sure that the memberOf attribute retrieved from the LDAP

data source actually exists, in other words, does the user belong to at least one

group?

e If he does, then we extract this collection (an ArrayList) from the current
context.

o If he does not, then we create an empty collection with the {} braces.

. The groups object either contains the collection of groups or an empty collection.

The curly braces will provide an iteration through each entry in the collection.

This is effectively a for or where loop that will take us through the number entries

in the collection. Inside the curly braces you place the code to process each

entry in turn.

. We extract the current entry using #this. It has to be first and standalone; thus,

we initialize group on its own line.

. We take the value that is a DN and use it to create

a javax.naming.ldap.LdapName that will break down the DN into its separate

components.

From the group element, get the last entry (another array you are dealing with

here) which is the CN and get just the value (what is after the equals in CN=).

. We add this CN to our just created ArrayList that is going to hold our collection

of CNs.

. While we still have values in the collection, we go back to the open { curly brace

and continue.

. We verify that the user did belong to at least one group and, if so, we return the

new collection of just CNs; if not, we simply set the return value to null

Now the code:

attritute0? Expression

-

#groupCnOnly = new java utl ArrayList(), #groups =

#this.get("ds. LOAP. memberOf)l=nuli?#this. get("ds. LOAP memberOf”). getValues().{),
#groups.{ Sgroup = fthis, Egroup = new

Javax naming idap LdapName(#group),  #on = #group getRdn(#group size() -
1).getValue().toString(),  #groupCnOnly.add(fcn) ),

#this. get("ds. LOAP. memberOf l=null? new

org.sourceld. sami20 adapter attribute AttributeValue{#groupCnOnly):null

16



The results of executing the code:

attrO7 Finance
attrO7 Managers
attrO7 Employees
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So what exactly is #this in OGNL?

We have used the variable #this in several of the previous articles in this series,
in this one we will take a closer look at what it is and what it provides.

Most of the expressions used in this article can be tested without having to run
the connection through an SSO event; but instead using the Edit option then
running Test to test the expression in the Administration console. When you
select Expression as the Source you will see the option to Edit under Actions.
By selecting Edit it will take you to a page where you can enter test values for the
available attributes then once test your expression.

We first discussed edit in the second article, but some expressions cannot be
tested without actually running it like the one we did in the looping article.

Selecting Edit:

Edit

Will get you:
ATTRIBUTE VALUE TEST EXPRESSION ACTIONS
DM Updats | Cancal

coniaxl AuthanticationCh
coniaxl, Clianiip

o], HIng R
o], Target Riscurcs
o6, LOWP, Sutsect DN

6. LOWP . mambarCl
LBEMame

TEST RESULTS ACTIONS

OGNL as we said with the first article of this series is Java like and runs in a Java
Virtual Machine after it is interpreted. This means that the #this variable is a Java
object, to find out what it is, you use the following expression:

#this.getClass().getName()

By selecting Test in Edit mode you will see:
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TEST EXPRESSION ACTIONS

#this.getClass().getName() Update / Cancel
s~
TEST RESULTS ACTIONS
java.util. HashMap Test

You see that the result is a java.util. HashMap reviewing the Javadocs for this
class you see that it is a set that contains name(keys)/value pairs. You can get
names or keys by using the following expression:

#this.keySet().toString()

The results:

TEST RESULTS ACTIONS

[usemame, DM, ds LDAP Subject DN, context. Clientlp, context. AuthenticationClx, contex]. TangetResource, conexl HilpReques!, ds. LDAP memberDf] Tesi

As you can see this is a list of the variables that are available to us from the
PingFederate server. Using the following expression:

#this.get("username™).getClass().getName()

We can get a specific attribute with the get method and explore what type of
object it is, as shown below:

&
TEST RESULTS ACTIONS

org.sourceid.sam|20.adapter.attibute. AttributeValue Test

We will continue exploring the possibilities of the #this variable in the next
section.
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A continuing look at #this variable in OGNL

In my last post, (So what exactly is #this in OGNL?) we took a look at

the #this variable to see what type of object it was and then we started looking at
the contents of a specific attribute that may be retrieved. We discovered that it
was an instance of org.sourceid.saml20.adapter.attribute.AttributeValue

But is that all there is?
Let's continue to use the Edit and Test options we first explored in the last article.

If you look at the SDK docs provided with PingFederate, you will find

that AttributeValue is an object that can hold many types of things in it. We have
seen it in the past hold an ArrayList object. We can explore what it holds by using
the getObjectValue method in the AttributeValue class to get the object and then
find its type.

So continuing with the attribute we looked at in the last article, do the following:
#this.get("username™).getObjectValue().getClass().getName()

This gives us the following result:

TEST RESULTS ACTIONS

java.lang.String Test

It turns out that it is a String. In a way that is not surprising. It's what we expected
since the username is supposed to be the unique identifier for the user and there
should only be one value. But what about some of the other attributes available
to us in a connection? For example, context.HttpRequest looks to be an
interesting attribute:

#this.get("context.HttpRequest").getObjectValue().getClass().getName()

Testing it, we get the following result:
Error during expression evaluation: Testing of sxpressions containing the following atiributes is not supported : [context HitpRequest]

When you try to test it you get an error that told you that you cannot test this in
the editor. You will need to run it in a connection to see what it is at runtime.

By the way, this is probably what you need to do anyway because the value may
differ from what you see in the editor depending on where the value is coming
from. The values in the editor will always be strings, which is not always the case
at runtime.

So lets take this expression and run with it:
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ribastols Expression | #this.get{"context. HitpRequest’). gelObjectvalue().gelClass().getMame()

The results of running the connection:

attr08 org.sourceid.websso.servlet.reqgparam.HttpServietRegProxy

It's interesting that we see the object is of type
org.sourceid.websso.servlet.regparam.HttpServietRegProxy. Maybe we'll explore this
further in a future article.

So, in this article and the last one, | explored what is available on the IdP side of
things. The same applies on the SP side, but | will leave that for you to try on
your own.

The key take-away from this is that you can use Java to help you explore what
type of information is available then use the Java documentation to understand
what methods are available for working with those objects.
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Functions in OGNL

In most programming languages there is a way to reuse code. Code that can be
called from another part of a program is usually referred to as a function or
method depending on your language. So you may have wondered is there
something similar in OGNL? In fact there is.

In the Language Guide you will find that it is called Pseudo-Lambda
Expressions, but we will simply call them functions.

To show how they can be used, I'll go back to a previous article in my series on
OGNL, Looping in OGNL take 2, and use that code as an example. We want to
look for duplicated code, which is a good candidate for a function.

The original code is listed below:

#groupCnOnly = new java.util. ArrayList(),
#groups = #this.get("ds.LDAP.memberOf") I=null?#this.get("'ds. LDAP.memberOf").getValues():{},
#groups.{

#group = #this,

#group = new javax.naming.ldap.LdapName(#group),

#cn = #group.getRdn(#group.size() - 1).getValue().toString(),

#groupCnOnly.add(#cn)

}7
#this.get(""ds.LDAP.memberOf")!=null? new org.sourceid.saml20.adapter.attribute. AttributeValue(#group

CnOnly):null

Looking at the code we get the attribute ds.LDAP.memberOf three times and we
test for a null value twice. To simplify, the first thing we do is declare a variable to
hold the value from the get:

#testVal = #this.get("ds.LDAP.memberOf")

Instead of using the expression #this.get("ds.LDAP.memberOf") we use #testVal.
This reduces some of the duplicate code, but what do we do about the testing for
a non-null value expression #this.get("ds.LDAP.memberOf")!=null? This can be
our function. The function syntax looks like the following:

#notNull = :[#this != null]

Inside the square brackets [ ] is the code in our function. We assign that code to
a variable that we use to call the function. The colon : [ at the open square
bracket is also part of the syntax. Taking the proposed code changes we end up
with the following:

#notNull = :[#this = null],
#testVal = #this.get("ds.LDAP.memberOf"),
#groupCnOnly = new java.util. ArrayList(),
#groups = #notNull (#testVal)?#testVal.getValues():{},
#groups.{

#group = #this,
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#group = new javax.naming.ldap.LdapName(#group),
#cn = #group.getRdn(#group.size() - 1).getValue().toString(),
#groupCnOnly.add (#cn)

}!
#notNull(#testVVal)? new org.sourceid.saml20.adapter.attribute. Attribute Value(#groupCnOnly):null

The function must be declared before it is used, so we put it at the top. The first
use of the function is initializing the groups variable:

#groups = #notNull (#testVal)?#testVal.getValues():{},

We pass in the testVal variable initialized earlier. The variable passed becomes
the this variable in the function. In PingFederate it will look like:

atritnaell Exprossion & #notNull = [#this 1= null]
MestVal = Mthis.get("ds LDAP memberOf)
#groupCnOnly = new java. utl ArrayList(),
#groups = EnotNul{ #testVal)?SestVal getValues():(),
#fgroups (
Fgroup = Wthis,
#igroup = new javax naming idap LdapName(#group)
#on = #group getRdn({#group size() - 1).getValue() toString(),
#groupCnOnly.add(¥en) ),
#notNul{#lastVal)? new org. sourcexd sami20 adapter. attribute AttributeVaiue(#groupCnOnly):rnul

Once we execute it;

attr11 Finance
attr11 Managers
attr11 Employees
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Miscellaneous topics in OGNL
We are coming to the end of this series on the basics of OGNL.

As mentioned in my first article, Introduction to OGNL, I'm using the OGNL
Language Guide as my rough outline for the topics to cover in the series. In
earlier posts, | covered examples showing some of the features that you could
use in your own PingFederate implementations to solve the problem of providing
the proper identity information in Federation connections.

The remaining items in the Language Guide are reasonably well covered in the
Guide itself so I will just mention them here for completion.

One of the things that we used often in past articles is Collections, for example
discussing curly braces and looping in my earlier posts OGNL: What about those
curly braces and also Looping in OGNL and Looping in OGNL take 2. Since
Collections don't follow the JavaBean pattern, certain methods such as

size() or iterator() are exposed as pseudo-properties. This means that you can
reference then by simply using the name, for example:

someMap.size

Refer to Pseudo-Properties for Collections in the OGNL Language Guide for
more details

We have talked about some of the Operators that differ from Java's operators
such as the comma, as | described in Declaring variables in OGNL. Reviewing
the Language Guide is always a good source when you are trying to solve a
problem using OGNL.

One of the challenges with working with OGNL is understanding what object you
have and we saw how to find out in my post A continuing look at #this variable in
OGNL. Sometimes just knowing what we have is not enough so you may want to
review Coercing Objects to Types in the OGNL Language Guide, which
describes how OGNL interprets (coerces) objects as various types, such as
Booleans, numbers, integers, and collections.

It is time to end this series of articles on OGNL. It has been fun writing them and
hopefully the series has been useful to you. Although this series is done, it does
not mean that you will not see future articles on OGNL. Future articles will focus
on solving specific problems with OGNL that | have run into.

If you have any ideas of things you would like to see covered in the future please
reach out to me on Twitter.
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