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INTRODUCTION

This Issues Paper is a summary of discussions at the National Identity and Cybersecurity 
Roundtable held as part of InnovationAus.com’s Civic Nation 2018 forum, held in Sydney 
on 27 September 2018.

The Roundtable, hosted in partnership with PING Identity, discussed challenges and 
opportunities associated with a national identity system and related cyber security 
issues. The participants were all senior and well credentialed personnel from within 
the field, drawn from government, international consulting firms, the law and industry. 
The discussion was recorded and the key areas of debate distilled and structured into 
this Issues Paper.

The discussion was wide-ranging, covering a spectrum of key issues:

National identity optimises digital impact. Fully streamlined digital services will 
only be possible if people possess and use some form of agreed identity.

Analogue to digital conversion. People are adequately credentialled today with 
passports, drivers licences and the like, but there is no clear conversion of these 
analogue credentials to the digital world, making it hard to prove someone is 
who they say they are online.

Technical prowess v value. There is little doubt that it is technically possible to 
develop a secure national identity system – what is still lacking is the compelling 
narrative regarding the value for individuals.

Scepticism risks edging to cynicism. Healthy scepticism about a national identity 
regime could segue to cynicism unless a compelling and credible narrative emerges 
about its value to individuals.

Digital to analogue conversion. If the national identity system gets it wrong, there 
needs to be a ‘human’ way of addressing the situation. People will not place trust 
in a system which attempts to remediate itself in the same way that created 
the problem.

Global focus. National identity frameworks must co-exist with global identity 
frameworks. Online has no borders, and nor should digital identity.

Digital identity is fluid. Digital transactions with government or a bank might 
need a different level of identity compared to a transaction with an online retailer. 
Does digital identity require a hierarchy of needs?

Identity may be conflated with trust. Digital identity is often conflated with trust 
– but they can, and possibly should, exist independently. Technologies such as 
blockchain enable ‘trust-less’ transactions.

Federated structure. Adopting a federated configuration for an identity regime 
would allow multiple points of access without creating a central honeypot, though 
honeypots might still emerge if there is triangulation or indexing.

Identity Esperanto. A common language to define and measure identity is still 
missing, without it there is the risk that identity management will become a global 
Tower of Babel.
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THE KEY ISSUES

THE POLICY LANDSCAPE

Digital transformation is impacting every individual, 
every sector of the economy, and governments at 
all levels.

Everyday access to the internet means people have 
grown used to streamlined, friction free and fast online 
services from digital-first businesses, and they now 
expect that experience to be ubiquitous. But there is 
little appetite for continual enrolment in different digital 
services, less still to remember and secure a host of 
different user names and passwords.

A National Identity system, with trust established at 
a granular level, could build the authentication people 
need to engage with multiple digital services delivered 
by an array of providers in both the public sector and 
private sector. Different levels of identification may be 
required to access different services, with individuals 
having a level of control over which service providers are
provided access to which levels of identity authentication.

The Federal Government is developing a Trusted Digital 
Identity Framework that would result in an identity 
credential known as a GovPass for participating citizens. 
Trials are slated for this year.

At the State level there are multiple examples of digital 
identity services already, such as South Australia’s
digital driver’s licence, while Service NSW has sought 
to use digital channels to streamline renewal of assets
such as driver’s licences, proof of age cards and 
fishing licences. These initiatives have been generally 
well received by the public.

“IdentityID is not an abstract concept. Identity 
credentials give people the ability to vote, 
the ability to participate in the financial world, 
which we all take for granted, and also to get the
ability to have title over things. So when I look at 
identity from a technology point of view, 
you quickly see that Digital ID is a very important 
building block of using the things online, and to
the functioning of the online economy.”

“It makes my life so much easier. I don’t even have
to remember what my identity artefacts were – 
because they’ve got quite a few of them and they 
federate them from different places – I can quite 
easily authenticate myself, even with services I have 
not used before. If I want a new birth certificate,
I don’t need to remember the hospital I was born in,
I just need to know my name and my address and my 
driver’s licence number. It’s all about the benefit to 
me as a citizen and a user –  and that gets missed
so often.”

“We all love being parochial, but the reality in an 
emerging area like this is thatit just makes no sense 
for every state to go their own way with their own 
digital identity system. In an area which is essentially 
about setting standards and frameworks for interaction,
it makes no sense for individual states to go it alone. 
There is a genuine need for a national protocol.”

What still seems to be missing from the discussion 
about National Identity is the message about the
benefit that individuals might expect. 

The Australian Government and most state governments 
have been grappling with the complexities of digital
identity management for some years now. The Australian
Government’s MyGov initiative has had its problems, 
and concerns over identity theft recently prompted 
the government to launch an inquiry into the protection
and management of digital identity information.

Digital identity management has been a key focus for 
the Government in recent years. It provided an extra
$92 million to the Digital Transformation Agency (DTA)
in the 2018 budget for work on its Trusted Digital
Identity Framework (TDIF), which will result in a
federated digital identity called GovPass. The claim
for GovPass is that citizens will be able to safely reuse 
the issued identity to transact across all tiers of 
government and within the private sector, with their 
privacy assured.
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The updated TDIF released in September set
the standard for: 

Some participants noted however that this might 
present an unacceptably high risk for some enterprises, 
which would prefer to have greater clarity before
rolling out extensive identity systems that might later 
be eclipsed by a regulated environment.

More regulation and legislation, however slowly it evolves,
is anticipated given the impact that a national identity 
system will have on people’s rights and obligations.

Formal policy may however still be leapfrogged if a 
particular solution captures the public’s and businesses’
imagination, becoming rapidly adopted as a basis 
for identification and acting as a trust token. This 
scenario was considered particularly likely if there is a 
policy vacuum regarding the establishment of global 
identity frameworks.

But delegates cautioned that whatever policy was 
created, it needed to stand the test of time and to 
a large extent remain technology neutral to ensure it 
was not overtaken by innovation.

The DTA will test the delivery of GovPass across a range
of services, including online applications for a Tax File 
Number, as well as digital health. The DTA is considering
a range of different identity verification techniques, 
including biometrics and a tokenised system.

The next part of the framework is slated to be released 
for consultation in December 2018. That will create the 
rules and standards which will allow an individual to 
interact with government on behalf of a business.

The DTA says that further updates to the framework, 
to allow individuals to interact on behalf of other
individuals, will be released in 2019.

Delegates at the roundtable noted, however, that 
regulation is advancing far more slowly than the 
technology. Though policy thinking is well developed 
across Australia, there are concerns that policy creation
 in relation to the development of a framework, and 
the obligations of service providers with regard to 
that, is progressing at a rate slower than identity
technologies are being developed and iterated.

There is some appetite for simply allowing the 
technology to run ahead of formal legislation, 
establishing consensus-based de facto rather than de jure 
frameworks  and standards for identification purposes.

how personal information is handled by participating 
government agencies and organisations;

the usability and accessibility of identity services;

how the identity system is secured and protected 
against fraud;

how identity services are managed and maintained; 
and

how this framework will be managed.

“It’s actually much more important as a technology 
question than it is a policy question, because at the 
end of the day, the systems today are starting to 
become policy.”

“This is a really fascinating change in recent history, 
where you now have diverse populations around 
the world who have agreed to a certain set of rules 
and standards, who built consensus around these 
networks, and who continue to help formulate 
and change the pattern of those networks. 
What’s the difference between that and policy?”

“The issue with policy has got to come back to 
the point as to how the public sector can help the 
private sector with a identity framework and then to 
articulate the benefits of the that digital identity in 
non-technical language. I need to be able to explain
it to the citizens in language they understand.”
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THE BENEFITS OF  
NATIONAL AND GLOBAL 
IDENTITIES

Roundtable participants agreed that it was folly to 
wait for a “perfect” policy or technology solution. 
Instead, there should be a focus on establishing an 
identity framework that was “better” than what is 
currently available, which could be advocated as such 
to the public, and then enhanced over time through 
iteration, taking advantage of newer technologies as 
they emerged.

However some policy issues are non-negotiable; 
any identity framework needs to embrace both
privacy-by-design and security-by-design to help 
guard against attempts to use identity frameworks as 
identification platforms, and hence a first step toward 
indexing. That is one area where participants agreed 
policy efforts need to be directed.

“There’s no technological fix to this. The identity-index
thing is going to happen anyway. This is one of the 
flaws of the self-sovereign identity movement: They 
think that if we identify ourselves differently, Google 
will go away. But Google’s going to find a way of
profiling us no matter what.”

“The rules have to be written in a way that people 
understand – because this is still about people.
Technology is just a tool. The best rules we’ve had
are ones which have gone through many different
technological phases and yet are still relevant, and
we all still know what they mean, regardless of which 
tool we’ve just picked up. That’s because they are
written for humans and they’re part of our culture.”

“We can now start to generate financial services
on a global scale where it’s not about where you are, 
it’s about how good a service is, what service you can 
provide, and delivery. Very likely these are in places 
with fast-acting frameworks that have open policies 
and still protect against KYC and other risks in 
financial crime.”

“We’d better have a standard language that we 
are using to develop a global identity framework. 
Otherwise it will be like us building a Martian Rover 
here today where that side of the table’s going to 
build it in inches, and this side of the table’s going to 
build it in centimetres, and the thing won’t start 
when it lands on the surface.”

National Identity therefore needs to be recognised as 
a precursor to achieving Global Identity.

A discussion about the political appetite for 
international treaties regarding a Global Identity was 
outside the scope of this roundtable event, but the 
need for an international identity framework and
consistent standards and language was raised several 
times during the discussion.

Border protection is a key policy area for all governments.
Digital border protection is orders of magnitude harder
to achieve. As delegates noted, the digital world is no 
longer about borders – it is about who you are and 
your ability to access online services – and sometimes 
that requires using technology to circumvent national 
rules such as geoblocking.

There is a private sector precedent for a global identity
framework in the form of scheme rules associated with 
credit card providers such as Visa and Mastercard. 
Although individual jurisdictional regulations can 
overrule parts of those rule sets, most national regulations
only impinge on small elements of the scheme rules, 
allowing the system to operate internationally and with 
similar effect for every card issuer, card holder or
merchant accepting those cards.

Latterly these international companies have also
deployed tokenisation to secure transactions, 
a technology that could have application in identity 
frameworks. Importantly – the scheme rules ensure 
that everyone using the system ‘speaks the same
language’ no matter where they are located.

That is going to be critical for any national or global 
identity framework.
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CHALLENGES & 
OPPORTUNITIES

“It’s all about building the frameworks based on 
the open standards that enable that to be done 
at a scale around the world with the same protocols. 
A real world analogy would be in the certain things 
which are different as we move between countries like
electrical systems. We take our plug and we can’t plug 
into a US without an adaptor. We don’t want that to 
happen in the digital world. We need the ability to 
interoperate wherever we are. So it is critical that 
these protocols or standards are open and enable
this to happen around the world.”

“The idea is to have an identity framework that is 
agreed and well understood. We have those building 
blocks in place. We understand how to do identity
at scale.”

“There are only twenty-five million Australians, so  
this is not an issue about scale. The issue is about how 
we work with citizens such that they trust the identity, 
to make it an easy process for them, and to build in 
our own cultural requirements around identity.”

“People often forget that in government we operate 
under administrative law. When we make decisions, 
they have to be ethical and based on solid evidence,
and there has to be a recourse. But in the digital 
realm we are potentially talking about decisions made 
by machines that say ‘yes you are who you say you are 
and trustworthy’. What if the machine gets it wrong?”

“One of the issues I have is that we have to make sure 
that identity is not a technology issue, it’s a people 
issue. If it does not relate to people then it’s just a 
video game. The people must have a non-technological
way of dealing with an identity dispute – such as
identity theft –  because the very means that created 
their problem won’t be the means they turn to solve it.”

Technology to establish secure, private-by-design 
identity frameworks exists, and can scale to 
the extent that Australia would need for a national 
identity framework.

Although delegates acknowledge the need for a 
national framework to ultimately co-exist with a global
identity framework, the first step needs to be taken at 
an Australian level, which also renders a local body or 
agency accountable in the event of a systems breach 
or failure.

A further complication which still needs serious thought
is the triangulation that may be possible across identity
systems as a network of attestations develops as people
use their identity to access different services. This gives 
rise to the risk of honeypot databases being generated
which attract the attention of identity thieves and hackers.

So, while a distributed system may be the intent of 
the TDIF, where banks for example hold only elements 
of identity – hash numbers with no intrinsic value to 
a hacker – there is still the opportunity for troves of 
identity information to develop over time as individuals
use their digital identities to access a range of digital 
services from multiple parties.

An alternative approach could involve the use of a 
blockchain to permit ‘trust-less’ interaction. In blockchain
it is not necessary to know the identity of the individual,
only to know that they can be trusted to perform the 
action – such as pay for a service, or have the right to 
a Government payment.
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NATIONAL IDENTITY’S 
LACKING NARRATIVE

 “People on Facebook are very pleased to go online 
and give away all their data freely in order to find out 
if they were Cleopatra in a past life. But ask them to 
give any data to the government, and they are instantly
 alarmed as if it’s Big Brother’. We live in this bizarre 
world now.”

“A lot of what I’ve been doing around protocol
development has been looking at what the policy 
environment is like around KYC (know your customer) 
and AML (anti money laundering). And the genuine 
effort is to develop protocols that reflect the policy 
environment and help to enforce the policy.  It has 
been the privacy policies from around the world that 
have shaped a lot of how our network is put together, 
how it’s designed.”

“It’s going to produce incredible convenience, 
but it has to have the real confidence of real people. 
And that won’t just come through clever technology. 
It has to be built through education and engagement. 
That is going to be a very big task.”

Roundtable participants noted that while the technical 
underpinnings for a secure national identity regime 
were well understood, what was still lacking was a 
compelling narrative for Australians about the benefits 
of such a regime. National Identity is an issue yet to 
reach the backyard barbecue.

The resistance to the government’s MyHealth Record 
e-health initiative should signal a warning for its National
Identity plans. Many people have chosen to opt out of 
the My Health regime, partly in reaction to a spate of 
well-publicised breaches and mounting concerns that 
governments cannot be trusted with data.

The MyHealth debacle may be conflated with 
the National Identity discussion.

This is not just about privacy – but about perceived 
value. Government needs to develop a compelling
narrative about the value that National Identity
would deliver.

Bizarre and bifurcated, maybe, but lawless it is not. 
Existing policies regarding privacy and security, as 
well as regulatory frameworks are also shaping current 
identity management platforms, and will still have
impact when the TDIF is finalised.
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InnovationAus.com is an independent publishing and 
event company that maps, tracks and chronicles the 
transition of Australia’s  economy.

It is a trusted and influential publication that leads the  
discussion on opportunities presented by new technology
and its application to continued national prosperity, 
and improving the lives of all  Australians.

We do this through quality editorial insight, targeted 
industry forums, high-level roundtables and bespoke 
content and  events.

We report on the industry growth opportunities under-
pinned by new technologies. We focus on the sectors 
that map to Australia’s key strengths and strategic 
priorities. We report on government innovation policy 
as it effects industries from mining and agriculture to 
financial services, MedTech, cybersecurity and advanced
manufacturing.

Our purpose is to galvanise new thinking and activity 
across institutional research, government, investors, the
mainstream business community and  entrepreneurs.

By leading a non-partisan discussion on the opportunities
and challenges of new technology, we have built a platform
of trust and influence on issues of national importance.
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