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Introduction 
Among the themes dominating cybersecurity today is the need for 
enterprises to rethink digital trust at a time when ongoing digital 
transformation (DX) initiatives have helped businesses rapidly create new 
products and services. IDC views digital trust as "enabling the decisions 
made between two or more entities that reflect their level of confidence in 
each other; these decisions are based on each entity's digital reputation as 
well as the assurance levels provided by each entity's cybersecurity 
programs for a proposed digital activity." 

IDC believes that digital trust will drive the success of digital transformation and that enterprise security strategies must 
adapt to the needs of DX. Data, identities, and applications are increasing in importance while network and endpoint 
devices provide the infrastructure implementation points necessary to gain the required context to validate the integrity 
of transactions and establish trusted connections. 

DX platform initiatives increasingly rely on the integrity and resiliency of interconnected systems and a secure pipeline to 
enable sensitive data streams that enrich business intelligence systems and advanced analytics repositories. Digital 
transformation also requires enterprise security teams and application owners to incorporate business partner risk 
management capabilities to gain a greater awareness of business partner and supplier risks and shared responsibilities. 

Identity context is integrated into digital transformation initiatives to improve the inherent integrity of digital interactions 
implicit in digital trust. Though passwords are pervasive in today's digital world, relying solely on passwords to 
authenticate users is not a recipe for success. Thus, the identity context of a digital transformation initiative needs to be 
built on a foundation of digital intelligence. However, that identity context should not be defined by legacy paradigms 
that hurt both user experiences and security. It should be driven by platforms that evaluate and make decisions based on 
contextual data about users as well as their devices and their environment. This enables intelligent, secure, and 
convenient identity implementations that deliver on the needs of today's DX initiatives. 

Digital transformation increasingly relies on the integrity and resiliency of 
interconnected systems and a secure pipeline to enable sensitive data streams that 
enrich business intelligence systems and advanced analytics repositories. This reliance, in 
turn, requires intelligent identity solutions. 

KEY TAKEAWAY 
Intelligent identity platforms not only 
ensure digital trust but also provide for a 
modern user experience that enhances an 
organization's digital transformation 
initiative. 

AT A GLANCE 
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Intelligent Identity Built on a Foundation of DX Technologies 
In introducing the concept of intelligently provisioned identity platforms, we mentioned that technology has changed. 
Connectivity has improved dramatically. Mobility and cloud have significantly increased the number of use cases. 
Therefore, our expectations for identity also need to change. 

The same technologies that provide identity challenges also enable intelligent identity. Continuous evaluation of these 
contexts enables smarter authentication and authorization decisions that don't add friction to user experiences.  
Risk-based authentication needs to be a fundamental component. It measures attributes of the activity that a user is 
performing and calculates a risk score. Attributes that can be measured include IP address (location and reputation),  
GPS location, device health, and known device attributes. Attributes of a current activity can be compared with attributes of 
the activity from previous authentication sessions, combined with known risk levels of specific devices or driven by policies.   

Advantages of this approach include: 

» Continuous authentication is invisible to the end user because it happens in the background. 

» Higher levels of assurance are due to the evaluation of numerous contextual variables. 

» Risk-based authentication is compelling because it complements other identity verification and proofing methods, 
especially in adaptive use cases. (For example, a username and password or long-lived session may be sufficient for a 
user logging in from a known IP address that he/she always uses, while that same user, from the same device, logging 
in from a new IP address in a foreign country may be required to step up with multifactor authentication [MFA].) 

Intelligent identity platforms leverage modern analytics and technology and apply them to modern digital trust use cases. 
Risk-based authentication challenges include the following:   

» Behavior analytics. Check whether behavior is outside the norm.  

» Device recognition. Determine whether the device is recognized and associated with a known user, which can 
include web browser configuration, language, installed fonts, browser plug-ins, device IP address, screen resolution, 
cookie settings, and time zone and can associate this relatively unique "device fingerprint" with a specific user.    

» Directory lookup. Check group membership and user attributes. Credentials created by attackers often lack 
appropriate group membership and other attributes. 

» Geofencing. Determine whether access requests come from within or outside a geographic barrier set by the customer. 

» Geographical location. Determine whether a request is coming from a known good location. Geolocation can also 
be associated with known IP addresses to ensure that an authenticating device (mobile phone) and an accessing 
device (computer) are in the same location.  
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» Identity governance. Take an access rights score from identity and access management (IAM) and utilize that score 
in determining the riskiness of access requests. 

» Velocity check. Look at whether an improbable travel event has occurred by using the user's geolocation and log-in 
history together. 

» IP reputation. Compare the IP address of an authentication request with known white and black lists. 

» Jailbreak detection. Detect whether a mobile phone is rooted or "jailbroken." 

» Phone fraud prevention. Negate the security flaws with one-time passcodes sent via SMS/text with ability to block 
carrier networks, number class (e.g., virtual, landline, and mobile), and mobile phone numbers that are involved in 
phone porting fraud. 

» User input analysis (commonly referred to as behavioral biometrics). Gather keystroke dynamics and cursor 
movements of a particular user on a particular device and stop authentication attempts that fall outside established 
behavioral templates. 

» Known fraud checking. Consider known fraudulent elements from security intelligence providers reflected through 
case markings during risk assessment. 

Intelligent Identity Platforms Change How Risk Is Viewed 
Yesterday's identity platform considered identity in a binary view — trusted versus not 
trusted. Once authenticated, a user seemingly had unfettered access, regardless of 
resource or network location. Although the antiquated multifactor approach 
strengthens the authentication event, it also generally suffers from a binary 
authentication event approach. In addition, it requires users to participate in an 
authentication test such as providing an OTP from a token for activities that may have 
relatively low risk, such as viewing a bank balance.  

The intelligent identity approach views identity not from a binary perspective but from a 
risk score perspective. The activity that a user is performing has a measured level of risk. 
In this context, risk is essentially the product of the likelihood something is going to happen and the impact if it does.  
The risk mitigated from the cumulative authentication challenges must sum to offset that amount of risk. The National 
Institute of Standards and Technology (NIST) is now using the word "assurance" in this context. As previously stated, the 
key issue is to consider the risk being mitigated and then apply challenges in layers to appropriately mitigate that risk: 

ΣRisk mitigation by authentication challenges = (Probability of compromise) x (impact) 

It is important to acknowledge that identity risk is not static; it's dynamic and changes throughout a user's session.  
For example, if an online banking customer wants to view banking activity and balances, that activity will have a certain 
amount of risk associated with it. Transferring money or paying bills will have a higher level of risk that will require 
mitigation. If the amount of money to transfer exceeds certain thresholds, there may even be a larger amount of risk to 
mitigate. Authentication challenges need to be dynamic and provide a minimum level of assurance that matches the 

The intelligent 
identity approach 
views identity not 
from a binary 
perspective but 
from a risk score 
perspective. 
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level of risk. This ensures that users are required to step up their level of assurance only in higher-risk scenarios and that 
they aren't burdened with onerous authentication challenges for low-risk or benign activities. 

Note that the foundational premise of a risk score approach to intelligent identity fundamentally changes the constructs of 
authentication because the user is never trusted. The user has satisfied authentication challenge tests to permit him/her  
to do only a certain activity. Thus, risk assessments must be continuously assessed throughout a session because risk is 
dynamic. If user activity begins to deviate from past behavior, involve higher-risk contextual data (e.g., new IP address, 
jailbroken phone), or resemble the behavior of fraudsters, such activity may increase the required risk score to be satisfied, 
which would require a higher level of assurance of the user's identity. Likewise, consistent behavior that is congruent with 
past activity may lower the cumulative risk score, which would not require as high a level of assurance.  

Inherent in this risk analysis approach is that the "when" of risk analysis changes. Risk analysis is not a one-time  
pre-authentication event or continuous; it is both. With each application access and interaction, federated protocols 
provide the opportunity to perform continuous authentication by reevaluating risk each time a token is generated or 
evaluated by an access security solution — the latter could be evaluated constantly, anytime a user goes to a different 
URL or refreshes a webpage. 

Intelligent Identity Is the Foundation for a Solution 
Security, overall, struggles with the issue of point products. IAM acutely suffers from mismatched components, and an 
integrated solution is critical to address the overall need. Thus, even optimal components often do not integrate and 
work well together, leading to a suboptimal solution. 

First and foremost, identity solutions need to be appropriately designed, installed, and configured to solve the use case 
that the solution is looking to address. Administration, reporting, installation, and maintenance must be appropriate for 
the market vertical. Healthcare, financial, and government verticals often have very specialized compliance and 
governance requirements. In addition, the size of the organization is exceptionally relevant. Solutions must be highly 
customizable for enterprise use cases, which tend to have a diversity of needs, and standardized for small and medium-
sized businesses, which tend to have cybersecurity staffing challenges. 

Mobility, big data, cloud, and social media make up the four pillars of today's compute reality that created a massive 
transformation in our digital lives. Identity intelligence, thus, must provide broad coverage and application diversity, 
which is where many organizations and solution providers stumble. 

Having MFA is an upgrade over knowledge-based authentication alone — which bad actors can often socially engineer 
their way around — but MFA suffers if the coverage is not comprehensive. An authentication strategy must cover all  
use cases, including: 

» VPN 

» Single sign-on applications/portals 

» Endpoint devices (Windows, Mac, iOS, Android, Linux, etc., log-in patterns) 

» APIs for tie-in to homegrown applications and consumer portals (if relevant) 
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» SaaS applications 

» Cloud infrastructures (AWS, Azure, and private clouds) 

» Traditional infrastructure (firewalls and network infrastructure) 

» Privileged access management solutions 

Key Benefits 
Intelligent identity platforms not only ensure digital trust but also provide for a modern user experience that enhances an 
organization's digital transformation initiative. Let's face it: Expectations around the user experience are higher today 
than in the past. Devices such as the iPhone changed the belief that technology has to be complicated to be 
sophisticated. From the perspective of the organization deploying a modern identity platform, the solution must fit 
multiple identity and authentication workflows. The technology fits the business — not the other way around!  

User experience is about leveraging this new spectrum of technology and context to take the identity burden back from 
the end user. Thus, end users are empowered to participate. A choice of challenges for the user must be a fundamental 
component. Authenticators and/or authentication methods should include the following: 

» Biometrics, including recognition of fingerprint, face, voice, iris, palm, eye vein, or retina 

» Physical cards or tokens, including common access card, OTP token, Bluetooth tokens, and PIV cards 

» Device recognition, including certificates 

» OATH tokens 

» OTP, including email, SMS, and telephony 

» Push notification, including multiple-party authorization (For customers, these should come from custom mobile 
devices and not require third-party applications.) 

» USB tokens 

» Knowledge-based methods, including passwords, grid authentication, and PIN codes 

The primary emphasis is choice. The mobile phone has become a marvelous authentication platform. Aside from the cell 
phone being a communications device, it is an "authenticator" for establishing trust via fingerprint, SMS, telephony, 
mobile apps, device recognition, push, and so forth. In addition, risk analysis of the phone and number itself becomes 
important to ensure trust in the transaction the phone is enabling. 

However, many use cases exist for which the mobile phone is inappropriate. Some portion of the user population may 
not have or may not be able to use a smartphone. Areas with intermittent, challenged, or no service may be an issue. 
Users and/or organizations may feel authenticating using "bring your own device" (BYOD) phones would be 
inappropriate because of privacy, trust, or content control concerns. 
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In contrast, the OTP token has been maligned as an awkward and inconvenient user experience; however, it has  
long fulfilled the need for strong authentication when a substantial amount of risk needs to be mitigated — such as  
in a large monetary transaction. With advances in technology, end users should not feel that added security is 
unnecessarily or inappropriately burdensome, and when security levels allow, users should even have an improved 
experience.  

Considering Ping Identity 
Founded in 2002, Ping Identity was among the first to offer a cloud-based, single sign-on (SSO) IAM platform aimed at 
providing customers with one-click access to any application from any device. Over the years, Ping Identity has expanded 
its offering to support SaaS, web, and mobile applications as well as target a broader range of use cases. In June 2016, the 
company was acquired by private equity firm Vista Equity for $600 million. Two months later, Ping Identity bought 
UnboundID, a provider of B2C identity management solutions. UnboundID provided Ping Identity with a user directory 
for social log-in, customer preference, and profile management to facilitate the management of multiple (external) user 
identities in compliance with privacy laws and across various channels. 

Prior to the acquisition of Elastic Beam in 2018, Ping Identity offered complementary API security capabilities through 
PingAccess, an authorization solution based on the OAuth protocol, which issues tokens to clients on behalf of a resource 
to authenticate subsequent API calls, as well as federation functionalities. In addition to enhancing Ping Identity's API 
offering, the acquisition of Elastic Beam provided Ping Identity with robust AI and machine learning capabilities, which the 
company can leverage across its entire IAM product portfolio. 

Industry Challenges 

The reality of any cybersecurity tool is that if it isn't properly installed, configured, and maintained, it provides little 
protection. The same is true for an intelligence identity platform; it requires people, process, procedures, and 
management commitment to make it successful. 

Additionally, data is the fuel of identity intelligence. Data must come from a host of sources, including SaaS applications, 
devices, appliances, and network data. The data needs to be provided via rich APIs. In the case of Ping Identity, the 
organization monitors and protects the API.  

The reality is that if one application manages and maintains security, then doing the same for two applications that are 
integrated takes that functionality to the exponent of two. Three integrated applications together will require that effort 
to the exponent of three. The exponential growth is due to breadth, depth, and uniqueness of APIs across applications, as 
well as API "drift." API drift occurs when an application changes, causing the API interface to change and breaking the 
integrations off all other APIs. Best practices require effort and/or expense for maintenance and operations; integrated 
scripts or manual tools require exponentially more effort and/or expense to account for the API drift. 
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Conclusion 
Providing rich identity intelligence solutions is not just about solving today's issues but also about laying the foundation 
for looming use cases. Providers such as Ping Identity support current use cases in addition to authentication for Internet 
of Things (IoT) devices and physical access as people and things interoperate within a trusted system. Devices, buildings, 
cars, apps, and the digital world in general are increasingly responsive to people's physical presence and preferences. 
Security and authentication are critical in such a reality, with digital trust as a foundational enabler, achieving the return 
that organizations seek from digital transformation initiatives.    
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MESSAGE FROM THE SPONSOR 

About Ping Identity 

Ping Identity envisions a digital world powered by intelligent identity. We help enterprises achieve Zero Trust identity 
— defined security and more personalized, streamlined user experiences. The Ping Intelligent Identity platform 
provides customers, employees and partners with access to cloud, mobile, SaaS and on-premises applications and 
APIs, while also managing identity and profile data at scale. Over half of the Fortune 100 choose us for our identity 
expertise, open standards leadership, and partnership with companies including Microsoft, Amazon and Google. We 
provide flexible options to extend hybrid IT environments and accelerate digital business initiatives with multi-factor 
authentication, single sign-on, access management, along with intelligent API security, directory, and data governance 
capabilities. Visit www.pingidentity.com. 
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