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The advent of the General Data Protection Regulation (GDPR) has 

created great opportunities, as well as substantial challenges, for 

enterprises that do business in the European Union. Organizations 

must assess and address compliance gaps across applications and 

data repositories that house EU-resident personal data, a potentially 

significant undertaking.

But enterprises that go beyond mere compliance have a golden 

opportunity to emerge as leaders of the next digital era.

As these organizations seek out the most efficient and secure ways 

to meet the technical requirements of GDPR, they increasingly are 

turning to customer identity and access management (Customer 

IAM) for guidance. Customer IAM solutions help ensure compliance 

in regards to security, governance and transparency in the collection 

and use of personal data. Having Customer IAM in place does not 

automatically mean your enterprise is GDPR-compliant, but it can 

assist you in meeting numerous GDPR goals, while driving customer 

loyalty and engagement through a superb customer experience.

Here are some key GDPR technical requirements and some of the 

ways in which Customer IAM addresses these issues.

GDPR REQUIREMENT: CONSENT
The controller (the entity that determines the purposes and means 

of the personal data processing) needs to seek and record consent 

from the data subject (an identified or identifiable natural person) for 

collection, storage and use of personal data. (Articles 7, 8 and 13)

A comprehensive Customer IAM system is ideally designed for 

capturing user consent. It allows you to seamlessly record customer 

consent across channels, capture consent for specific data attributes, 

and enforce choices based on centralized policies such as geographic 

regulations and corporate policies. Some solutions streamline consent 

with push notifications to a trusted device, even embedding consent 

into existing mobile applications utilizing TouchID for security and 

convenience.

GDPR REQUIREMENT: DATA ACCESS 
AND RECTIFICATION
The data subject can access the personal data that was collected and 

make corrections and updates. (Articles 15 and 16)

The ability for customers to self-manage profiles is another key feature 

of a solid Customer IAM solution. Users can see and make edits to 

personal data, including both profile data and personal preferences 

along with consent, and these preferences are consistently enforced 

across channels. 



GDPR REQUIREMENT: ERASURE
The data subject has the right to ask the controller to “forget” or erase all 

personal data. (Article 17)

To have full confidence in the erasure of all data across data stores and 

back-ups, one must first have assurance that a unified customer profile 

exists in a high-performance datastore that can manage structured and 

unstructured data. Customer IAM datastores offer this and more, including 

the ability to scale to hundreds of millions of users and support application 

access through secure REST APIs.

GDPR REQUIREMENT: DATA 
PROTECTION BY DESIGN & SECURITY 
The controller must design systems to protect and secure personal data 

based on risk. (Articles 25 and 32)

Data access governance is significant when it comes to data protection; a 

secure, seamless Customer IAM solution helps satisfy GDPR data security 

by design requirements. Context-sensitive access management provides 

a risk-based approach and adapts to user, device and application data 

including location, network and device status. Finally, end-to-end data 

encryption ensures data safety at rest, in use and in motion.



WHY PING?
Simply because you have a comprehensive Customer IAM solution does not mean your enterprise is GDPR-compliant, 

but the converse is just as true. Just because you are GDPR-compliant does not mean your customers trust your brand, 

enjoy frictionless experiences and are engaged.

The real winners are those who go beyond just meeting GDPR and get all of the benefits that are covered by Customer IAM. You 

deliver secure, convenient and personalized customer experiences across all channels and devices, while enforcing customer privacy 

directives and meeting stringent end-to-end security requirements. Our formula for secure, seamless Customer IAM:

Ping Identity’s modular, extensible platform is built on open standards with comprehensive IAM capabilities and can be deployed on-

premises, in the cloud or in hybrid environments. It provides your enterprise a secure, seamless user experience for your customers,  

building trust in your brand and improving customer loyalty. For more information, please visit: www.pingidentity.com/gdpr.

Ping Identity envisions a digital world powered by identity. As the identity security company, we simplify how the world’s largest organizations prevent security breaches, increase employee and 
partner productivity and provide personalized customer experiences. Enterprises choose Ping for our identity expertise, open standards leadership, partnership with companies like Microsoft, 
Amazon and Google, and collaboration with customers like Boeing, Cisco, Disney, GE, Kraft Foods, Walgreens and over half of the Fortune 100. The Ping Identity Platform allows enterprises 
and their users to securely access cloud, mobile and on-premises applications while managing identity and profile data at scale. Architects and developers have flexible options to enhance and 
extend their existing applications and environments with multi-factor authentication, single sign-on, access management, directory and data governance capabilities.
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DIRECTORY

Secure personal data from end-to-end with a fully encrypted and 

unified customer profile in a high-performance directory that can 

manage structured and unstructured data, scale to 100’s of millions 

of users, and support application access through secure REST APIs.

DATA GOVERNANCE

Centralize data-access governance policies and provide fine-grained 

control over which customer identity attributes can be accessed by 

internal and external applications. Gather and maintain consent for 

all collection and use of data.

MULTI-FACTOR AUTHENTICATION (MFA)

Trigger second authentication factors (such as SMS or biometrics 

on a mobile device) based on an assessment of contextual or 

transactional risks. Integrate MFA functionality directly into your own 

customer-facing mobile app.

SINGLE SIGN-ON (SSO)

Give customers a consistent and secure SSO experience with one set 

of credentials across all digital properties including the convenience 

of social login.

ACCESS SECURITY

Provide centralized control over access to customer-facing digital 

properties. Enable access policies to control access to entire 

applications, specific URLs or API endpoints.


