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The need for a robust and flexible enterprise-grade identity and access management (IAM) solution has never been greater. IAM is increasingly 

becoming a strategic IT priority driven by business demands that include a more mobile workforce, a diverse application portfolio—including more 

cloud-based apps—and support for the unique needs of customer identities and devices. Of course, all of this must be provided at scale, with high 

performance and while ensuring stringent end-to-end security. 

Today’s business drivers have exposed critical gaps and deficiencies with legacy IAM solutions, advancing a wave of initiatives to modernize 

IAM. Considering that IAM solutions have traditionally enjoyed a long enterprise lifespan, enterprises are being careful in today’s rapidly evolving 

landscape to ensure that any new IAM solution is able to address both current and projected needs.

Over the past 12 months, we’ve responded to thousands of RFP questions from dozens of enterprises seeking to procure a future-proofed IAM 

solution. Based on the experience and insights gained, we’ve created a list of the top 20 questions to ask before you select an IAM vendor. 

We invite you to use this guide to make an informed decision about which IAM vendor and solution provides the best fit for your organization. 

Can your single sign-on (SSO) solution 
support my hybrid IT environment?
Enterprises have an increasing variety of applications in the cloud 
and on-premises, including SaaS, legacy, custom and mobile 
apps. They need an enterprise-grade SSO solution that supports 
them all seamlessly, including pre-built connectors for popular 
SaaS applications, integration kits, token translation capabilities 
and, of course, support for a broad range of industry standards. 
This also includes the ability to SSO from a mobile device to your 
on-premises apps, not just to SaaS and cloud-based apps. 

What types of adaptive authentication policies are available?
One-size-fits-all authentication that forces all users through the same process, particularly at the expense of user productivity, is 
unnecessary given today’s adaptive authentication policies. Enabling a superior user experience, while remaining highly secure, 
these policies can examine a variety of factors—device, network, geo-location, time of day and more—to intelligently determine 
the appropriate level of authentication necessary for a given situation. Ask IAM vendors what specific adaptive authentication 
policies exist in their solution.

What multi-factor authentication (MFA) options are supported?
Today’s enterprises want strong authentication options for an increasing range of high value transactions and use cases. Inquire 
about the specific types of MFA services supported by IAM vendors, including use of mobile devices, push notifications, SMS, 
biometrics and soft or hard tokens. Be sure to ask whether MFA services can be accessed via APIs, SDKs or both, and what 
types of MFA policy controls are available to balance strong security with user experience.

Do you provide access management across a variety of application types?
In today’s digital age, you need secure access management across a variety of applications and services. Legacy WAM solutions 
designed for web apps no longer meet these broader enterprise needs. Ask your IAM vendor if they provide secure access 
management across mobile, cloud, APIs and other endpoints, as well as web applications. Additionally, does the IAM solution 
offer a range of deployment options, such as agents and reverse-proxies, to ensure flexibility for different situations? Is the IAM 
solution designed to deploy seamlessly in the cloud, on premises or both?
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What range of authorization and access policy controls do you provide?
Not all applications are created equally, and not all situations demand the same security. Ideally, enterprises would allow 
end users to remain as productive as possible, while maintaining the highest levels of security. Flexible access policies can 
be created to allow for these two requirements to coexist. Your IAM vendor should provide policy controls to grant access 
based on device, network, user/group, resource type, user behavior and more. This gives users fast and convenient access 
to resources when conditions and context allow and, conversely, it allows you to step up authentication measures when 
suspicious activity is detected.

How do you monitor, track, delegate or revoke access?
Large enterprises need to manage access for many employees across many different applications. Ask a prospective IAM 
vendor how an administrator can handle this. Dashboards can help admins monitor user behavior, while APIs can ease 
integration and allow for automation with other tools. Dive deeper into the details by understanding how administrators can 
empower user groups to perform some functions. Lastly, understand the different methods available to revoke or suspend 
access when suspicious activity is detected.

Do you offer directory solutions with cloud and 
on-prem deployment options?
Enterprises inevitably have existing identity directories. A modern IAM 
directory solution should be able to support a wide range of coexistence, 
replacement and migration needs, including the flexibility to deploy new 
directory solutions either on-premises or in the cloud. This includes 
the flexibility to support structured and unstructured data types and 
the ability to bi-directionally sync data to and from heterogeneous data 
sources, including from local directories to cloud directories as needed. 

How is identity and profile data migration, sync 
and replication handled?
Consolidating and managing identity data can be a significant challenge 
within a large enterprise. Your future IAM solution should provide 
multiple options to consolidate disparate identity data silos, including 
schema mapping, one-time migrations, bi-directional sync and ongoing 
replication. Some solutions on the market provide only simple import/
export capabilities. They aren’t designed for the more complex migration 
or coexistence scenarios found in the enterprise.

How do you govern access to sensitive identity and profile data?
Identity data needs to not only be secured from breach, but data access must also be governed to comply with an increasing 
range of industry, geographic and corporate regulatory constraints. These governance controls must ensure that apps and data 
consumers only receive the information they need and nothing more. Ask IAM vendors how they govern access to sensitive 
identity data, including methods used to centralize policy controls and audit their enforcement.

Does the vendor provide tools, best practices and professional services for migration to 
the new IAM solution?
IAM vendors with a record of success in migrating users and data to their new solution will have more advanced tools, best 
practices and professional service to make this easier for new customers. These migration tools and solution accelerators are 
key to ensuring a smooth transition with zero downtime and quicker time-to-value. Also, consider that migration efforts are not 
always one-time events. IT consolidation efforts or M&A activity can renew the need to migrate IAM systems in the future.
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What range of deployment options (IDaaS, on-prem, hybrid, etc.) are supported 
by the vendor?
If you’re like most enterprises, your application portfolio is spread across on-premises data centers and one or more clouds. 
You may want your new IAM solution deployed in a variety of ways, including IDaaS (vendor manages the solution in the cloud), 
managed service provider (third party manages the solution in the cloud), cloud-deployed (you deploy and manage in the cloud 
of your choice), on-premises (deployed in your data center) or any combination of the above. First, ask a prospective IAM 
vendor if they can support these hybrid IT deployment options. If so, clarify which specific MSP partners, IDaaS capabilities and 
automated cloud deployment tools they can provide to you. 

What level of training is required to use 
your product?
Does deployment require a team of highly trained specialists? 
What range of industry standards are supported? You want 
to know if the solution offers easy-to-use administrative user 
interfaces and is able to support more complex enterprise use 
cases out-of-the-box. Also, does the vendor provide high quality 
product documentation, training options and a range of consulting 
partners? Asking these questions will help you determine if an 
IAM solution will deliver a successful post-sale implementation 
experience and continued operational ease-of-use. 

How comprehensive is the vendor’s partner ecosystem and how well would they support 
your specific needs?
A healthy partner ecosystem signals confidence in an IAM vendor and the technology they are using. IAM is evolving quickly, 
and there are many technology and consulting partners offering valuable niche capabilities, as well as more comprehensive 
solutions. Inquire about an IAM vendor’s range of technology and consulting partners to gauge its reputation and capabilities.

How customizable is the solution?
Although smaller organizations may be satisfied with an IAM solution that caters to the lowest common denominator, large 
enterprises require more advanced functionality and customization for their unique needs. Ask the IAM vendor about the ability 
to customize an implementation and the variety of use cases available out-of-the-box with administrative consoles, as well as 
the breadth of integration options. Can the look and feel of user interfaces be rapidly and easily skinned to match the corporate 
brand? Are administration options executable via APIs? Remember to think about needs you may have in the future as well.

What proof-points do you have for large-scale deployments and product performance?
Enterprises need proven solutions that can scale and perform. Nothing proves that better than customer references of 
production deployments. Large-scale customer IAM deployments can be a good indicator of a battle-tested solution, as they 
are often required to manage tens of millions of identities, while delivering high performance and low latency to provide a good 
customer experience. In addition to strong customer references, ask the vendor for product testing data, including performance 
tests and security penetration tests.    
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How does the IAM vendor address the end-to-end security of their solution?
Security is a key tenet of any IAM solution. The best IAM vendors should be able to detail the end-to-end security features of their 
solution. The many security topics to explore include secure authentication methods, secure access management, identity data 
management and integrations to third-party security solutions. Understand how the vendor’s IAM solution secures identity data 
end-to-end while in transit, at rest, during replication and at backup. Ask what encryption algorithms are supported, how regulatory 
compliance requirements can be met and what features exist to limit everything from external DoS attacks to insider threats. Dive 
into what policy controls are available for the solution (password policies, data access governance, adaptive authentication and 
more), and ask if log files are secure and tamper proof. If you’re currently using a SIEM solution, validate that the IAM solution can 
integrate via APIs.

What range of standards does the IAM solution support?
Large enterprises typically require support for a broad set of standards, including the latest standards to support modern 
applications and services, as well as older standards to integrate with legacy assets. A sampling of modern and legacy IAM 
standards ranges from SAML, OAuth, OpenID Connect, WS-Federation, WS-Trust and SCIM. Understand your current needs, and look 
for IAM solutions with broad standards support to ensure future interoperability as well. 

What is the IAM vendor’s commitment to developing and adopting emerging standards?
The IAM industry is evolving rapidly. This includes the creation of new industry standards to support changing industry and 
geographic regulations, strengthen IAM security, and address new market opportunities. IAM vendors that lead or actively 
participate in the development of standards are on the cutting edge of new approaches and solutions. Ask an IAM vendor if they 
contribute to standards development and, if so, what current initiatives they are supporting. 

Does the vendor’s longer term strategy align with your objectives?
IAM solutions often have a long lifecycle, so it’s important to align with an IAM vendor that shares your direction and longer term 
vision for identity and access management. The IAM market is filled with diverse vendors that have targeted a specific niche or 
segment of the market. Many IAM vendors also shift focus over time, such as targeting small companies initially and then moving 
up market to larger enterprises. Make sure you understand both the historical, current and desired future market position of your 
IAM vendor so you are assured a good match years later. 

Understand the vendor’s product roadmap. What opportunities are provided to influence it?
A strong IAM vendor will regularly share insights into their product roadmap and provide multiple opportunities for you to influence 
it. This includes providing access to the IAM vendor’s product leaders and a range of regularly scheduled forums, like customer 
advisory boards, city tours and other regional events. Look for an IAM vendor that prioritizes customer feedback and uses it to 
make ongoing product improvements and investments.

WANT TO DISCUSS THESE QUESTIONS IN GREATER DEPTH?
IAM solutions are becoming increasingly important for the success of key digital business initiatives. But selecting an IAM solution robust enough 

to meet current and future enterprise needs is a complex endeavor. For more information on IAM vendor selection criteria, 

contact Ping at sales@pingidentity.com or reach us by phone (+1 877-898-2905).
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