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The financial industry is facing a radical change with the introduction of PSD2, an update to the 2007 EU 

Directive on Payment Services being spearheaded by the European Banking Authority (EBA). Designed 

to create more competition and stimulate innovation in the banking sector, PSD2 requires Account 

Servicing Payment Service Providers (ASPSPs), including banks, building societies and credit unions, 

to expose open APIs (Application Program Interfaces) to allow other banks and third parties to access 

their customer account information, when the customer has given their consent. The directive requires 

that all member states implement this rule as national law by January 13, 2018.

The Competition and Markets Authority (CMA), responsible for strengthening business competition in 

the UK, is taking PSD2 a few steps further with its Open Banking Standard, namely defining the security 

and data interface standards for open APIs. 

All financial institutions that offer payment accounts 
(e.g., current accounts, credit cards) with online access 
(internet banking) are considered ASPSPs.
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Standardizing on a common set of open APIs will make interactions between third parties and 

the ASPSPs easier. By detailing the type of account data to be shared and the way in which it 

must be made available, the CMA aims to keep the barriers to participation low and, in doing so, 

truly effect change in the banking sector through increased competition and innovation.

BY COMPLYING WITH THE OPEN BANKING 
STANDARD, UK BANKS ARE EXPECTED TO 
BE PSD2 COMPLIANT BY DEFAULT.

Those affected by PSD2 and open banking face a big challenge, and an even bigger opportunity. 

Early and complete compliance presents a rare chance to create a competitive advantage. 

The leaders who rise to the challenge first can solidify their customers’ loyalty and pocketbooks. 

In the pages that follow, we’ll help you understand the requirements and how your institution can 

be among the first to do so.

Figure 1: UK consumers have been resistant to switching bank accounts historically, 
but open banking may change that. Source: Competition and Markets Authority (CMA).

UNITED KINGDOM

60% of retail customers  
have been with their banking 
provider for 10 years or more

90% of SME customers 
bank with their retail-

banking provider

https://www.gov.uk/government/news/cma-wants-banks-to-work-harder-for-their-customers
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Under PSD2, ASPSPs are required to build open APIs to allow third-party providers (TPPs) 

to access their customer data with explicit consent of the customer. It’s essential that this 

access is completely effortless for the customer, and of course, highly secure.

The Regulatory Technical Standards (RTS) for PSD2 do not dictate the technology used 

to accomplish this, but leave that up to individual institutions. Effectively, this means that 

compliance and security are not synonymous and that compliance could be achieved 

without actually ensuring high levels of security for customer credentials, identity data 

and financial data. 

The UK Open Banking Standard goes beyond PSD2 compliance to improve security by 

regulation. ASPSPs should be achieving both compliance and stringent security, while 

maintaining a good customer experience.

To follow are several requirements mandated by PSD2 and some additional requirements 

mandated by the Open Banking Standard to achieve an acceptable level of security.

THE CHALLENGE
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ACCESS - EXPLICIT CONSENT
PSD2 mandates explicit consent in two ways. First, third-party access to customer data must be given 

only at the explicit consent of the customer. It is the responsibility of the third-party provider to ask 

for specific scoped access (i.e., read only access to account transactions) on behalf of the customer. 

The ASPSP must then request and record consent of the customer for the scoped access requested. 

Second, PSD2 mandates that data not be used, accessed or stored for any purpose other than the 

service the user explicitly requested. These requirements are similar to requirements under the 

General Data Protection Regulation (GDPR), but are given an additional legal basis by being in PSD2.

ACCESS - NO CONTRACT
This PSD2 mandate states that third parties do not need a contract with ASPSPs to gain access 

to customer account information or payment services. It also states that the burden of proving 

transactions are secure and accurate belongs to the third-party providers. While ASPSPs must 

comply with other security requirements to ensure highly secure APIs, for the “No Contract” 

clause, third parties share the risk. If there is an incident, however, all parties involved will suffer.

INCIDENCE RESPONSE
PSD2 mandates that all parties notify the competent authorities without delay in the event of a 

major operational or security incident. Incident reports are to be updated every three days and a 

full report with root cause analysis is due within two weeks of business being back to normal.

STRONG CUSTOMER AUTHENTICATION (SCA)
PSD2 requires strong customer authentication for certain transactions. This means ASPSPs 

must implement multi-factor authentication (MFA) technology to verify at least two from a list 

of three factors that prove knowledge (password or PIN), ownership (token or mobile device) 

or inherence (fingerprint or facial recognition). While the SCA requirements largely follow best 

practices for enterprise MFA solutions, there are a few notable exceptions. Dynamic linking is 

one such requirement. It specifies that authorization codes used for SCA purposes must be 

specific (possibly encoded) to the transaction amount and the payee’s identity. 

API AVAILABILITY AND PERFORMANCE
PSD2 requires that ASPSPs monitor their APIs for performance, and include a strategy 

and plans for contingency measures in the event of an unplanned unavailability of the API 

and systems breakdown. The burden of ensuring availability and performance, including 

support and contingency measures, is put squarely on these institutions.

API SECURITY
Under PSD2, ASPSPs must allow third parties to receive account information and initiate 

payments and other similar transactions using open APIs, though the means by which this 

is accomplished isn’t specified. The Open Banking Standard takes this a step further by 

specifying security standards for open APIs. 
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The XS2A (access to account) rule of PSD2 specifies the requirement of ASPSPs 

operating across the EU to open up access to the data they hold on customers to 

third-party providers, including challenger banks and financial technology (fintech) 

firms, when the customer has given their explicit consent.

  

Customer account information can include balance information, transaction history 

and payment information (i.e., information to facilitate a payment). This information is 

essential for organizations that wish to offer financial products and services. 

For many years, only the ASPSP providing the account had this information. PSD2 

unlocks this information for all providers, meaning that any licensed third party with 

customer consent can ask for customer data and the ASPSP, by law, must provide 

easy access to that data.

In addition, ASPSPs are barred from placing restrictions on third-party access and are 

prohibited from treating payments that go through third parties differently from those 

that come from customers directly. This means they can’t apply added charges to 

those payments or treat them as lower priority.

In exchange, third-party providers will face increased regulation, notably over data 

protection, to help boost user confidence in their legitimacy and reliability. 

Third-party providers may include:

 � Payment Initiation Service Providers (PISPs): Any organization (traditionally retailers but they could be any 

category of business that accepts online payments) that initiates a payment where the merchant consumes an 

API exposed by the bank in order to initiate payments on the basis of a credit transfer.

 � Account Information Service Providers (AISPs): Organizations that collect and consolidate information on the 

different bank accounts of a customer in a single place. They typically allow customers to have a global view on their 

financial situation, easily analyze their spending patterns and expenses, and find a better deal on banking products.

ACCESS TODAY ACCESS UNDER PSD2

PISPs

To receive payment from a customer, a business must 
go through a series of intermediaries, such as electronic 
payment providers, to contact a credit card company, 
which in turn charges the customer’s bank account.

Customers can authorize a business 
to take the payment on their behalf 
directly from their bank account.

AISPs

Customers must go to their individual payment 
service provider to see financial information in their 
accounts. While they can access and download their 
bank statements, sharing them with any third party   
in machine-readable formats is not as easy.

Customers can grant an account 
information service provider to access 
specified information from their 
multiple accounts and display it in a 
single portal.

NEW REGULATIONS = NEW COMPETITORS
PSD2 will mean new competition for ASPSPs from fintechs and other “disruptors” that are using new technology and innovation to compete with traditional financial institutions. 
Because it gives third parties direct access to customer account information, fintech players will be able to mine this data and use it to offer a more enhanced and personalized 
experience for consumers and small business customers. And subsequently undermine any perception of the bank as the first port of call for financial services.
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To facilitate the required third party access to account information, ASPSPs are required 

to expose open APIs. An open API is a free-to-use, publicly available API that provides 

developers with programmatic access to a proprietary software application. Said simply, 

it allows one piece of software to connect with another. 

Today, each bank can define their own interfaces for third parties to connect to their 

services. While it was originally thought that PSD2 would define and police a rigid, 

interoperable standard for open APIs—which would make third party access easier 

to implement and more consistent—it failed to define such a standard. It was instead 

decided that “the future Regulatory Technical Standards must not prescribe the use of 

a specific industry standard of internet communication.” 

Enter the Open Banking Standard.

APIs are what allow an Uber driver to know 
who and where you are. And what make 
it possible for you sign in to other online 
accounts using Facebook. 
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ENABLING AUTHENTICATION THAT’S BOTH SMOOTH AND SECURE

In its Open Banking Standard, the CMA takes PSD2 a step further by requiring banks to create open 

APIs so that customer data can be shared between institutions and be incorporated into third party 

applications in a common, consistent format. It has adopted OAuth 2.0 and OpenID Connect (OIDC) 

as the authentication and authorization standards for open banking APIs. 

OAuth 2.0 is an open standard protocol for authorization that allows users to grant websites or 

applications full or limited access to their information on other websites, but without giving them the 

passwords. OAuth supports this delegated authentication using a security token called an access 

token, instead of a password. 

The default solution for securing APIs, OAuth 2.0 is used by platforms like Google, Facebook, Microsoft 

and Twitter to permit their users to share information about their accounts with third party applications 

or websites. For open banking, it means that once a third party is authorized by the customer, it can 

securely and easily access the customer’s bank account information through the bank’s exposed APIs 

thanks to a standardized approach.

   

The OpenID Connect (OIDC) protocol extends the OAuth 2.0 protocol to ensure the authentic identity 

of users and allow applications to identify users. Where OAuth 2.0 provides the application with the 

security tokens, OpenID Connect provides the application with information about the user, the context 

of their authentication and access to their profile information. Combined, OAuth 2.0 and OpenID 

Connect create a highly secure and standards-based API access solution.

PSD2 & OPEN BANKINGE-BOOK 12
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Identity and access management (IAM) ensures the right people (and only the right people) can 

access the right applications, services and APIs seamlessly and securely. IAM provides optimal 

security, while delivering an equally strong user experience. This definition is perfectly suited to the 

solutions that both financial institutions and third-party providers must implement. 

USER EXPERIENCE ALWAYS WINS
As more financial services and applications are provided by third parties, bank customers will be 

exposed to more security and authorization activities. Providing a frictionless user experience  will 

become a critical differentiator. Financial institutions that can’t provide a convenient login experience 

that is consistent across all applications or that lacks features like social login, may find that their 

ability to launch and remain competitive is impeded.

FEDERATED SINGLE SIGN-ON
Single sign-on (SSO) allows you to authenticate users once via a standardized process 

using secure credentials and while protecting the identity and credential data. Because 

users only need one set of login credentials to remember, they have a positive user 

experience and you have less exposure to common security threats. Modern SSO also 

has broad support for all of the protocols including OpenID Connect, making it a solid 

foundation for authenticating banking customers that are seeking access to their data 

through third party applications and services. 

DIRECTORY
Storing identity data for consumers and business customers requires a highly scalable 

and highly secure data store. Typically, directories like Active Directory, that were 

designed for employees, don’t meet the requirements necessary for financial user data.

ACCESS SECURITY
Controlling access to applications and APIs is critical in all industries and use cases, 

but in the realm of financial services, it’s paramount. Modern access security provides a 

single set of policies that support access security for both applications and APIs, and is 

built on modern standards such as OAuth 2.0.

DATA GOVERNANCE
Data governance ensures that policy drives who has access to customer data and 

provides the mechanisms for gaining customer consent for data access and payment 

transactions. It also provides the features needed to manage user consent preferences, 

critical to both open banking and GDPR.

GENERAL DATA PROTECTION REGULATION
The GDPR will be in full force by May 25, 2018 for all EU countries. Customer consent for third-party 

access to account information will need to be freely given, specific, informed and unambiguous. This 

type of fine-grained consent management and its enforcement on an API channel being consumed by 

a third-party client is a challenge easily solved for by IAM.

To follow are the five key capabilities of a comprehensive IAM solution and how they address the 

PSD2 and open banking requirements.

MULTI-FACTOR AUTHENTICATION
Multi-factor authentication (MFA) gives organizations a stronger way to authenticate 

users. Modern MFA solutions utilize mobile devices for user convenience and security 

features such as fingerprint-based authentication. MFA is the key to supporting the SCA 

requirements put forth by PSD2.
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Ping Identity is the leader in Identity Defined Security for the borderless enterprise, allowing employees, customers and partners access to the applications they need. Protecting over one billion identities worldwide, the company ensures the 
right people access the right things, securely and seamlessly. More than half of the Fortune 100, including Boeing, Cisco, Disney, GE, Kraft Foods, TIAA-CREF and Walgreens, trust Ping Identity to solve modern enterprise security challenges 
created by their use of cloud, mobile, APIs and IoT. Visit pingidentity.com.
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As the open banking ecosystem gains momentum, and consumers and small businesses increase 

their engagement with financial services and applications, user experience will take center stage. 

The financial institutions that move beyond compliance to highly secure, yet frictionless digital user 

experiences will move to the forefront. 

By taking a modern approach to open banking centered on IAM, financial institutions will not only 

achieve compliance, but also quickly adapt and embrace new business opportunities.

The Ping Identity Platform provides a comprehensive set of IAM products and capabilities that 

work in harmony to deliver seamless, continuous and secure access to all applications. Perfectly 

matched to the requirements you face, its open platform and advanced integration capabilities will 

position you to be ready for anything, including PSD2 and Open Banking Standard compliance. And 

position you favorably in the minds of your customers.

To learn more about how your enterprise can leverage the new regulations to create a competitive 

advantage, visit pingidentity.com/psd2

http://pingidentity.com/en/lp/2017/psd2.html

