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Introduction 

The PingFederate SiteMinder Integration Kit adds Identity Provider (IdP) and Service Provider (SP) 
Adapters to PingFederate. The SiteMinder IdP Adapter allows an IdP enterprise to extend an existing 
SiteMinder investment by using the SAML or WS-Federation protocols to expand the reach of the 
SiteMinder domain to partner applications. The SiteMinder SP Adapter allows an SP enterprise to 
accept SAML or WS-Federation assertions and provide Internet single sign-on (SSO) to SiteMinder-
protected applications. 

Change List by Version 

SiteMinder Integration Kit 2.3.2 – September 2009 

• Corrected inability to have multiple SiteMinder adapter instances deployed  

• Added SiteMinder Policy Server response-header encoding 

SiteMinder Integration Kit 2.3 – October 2008 

• Added support for realm protection level.  If the user is not authorized for the realm protection 
level, the SiteMinder Adapter redirects to the Login URL for re-authentication. 

• Modified implementation to correctly recognize a null or blank Max Timeout SMSESSION 
value on the Policy Server. 

• Added support for setting SMSESSION token to the value LOGGEDOFF for SP-initiated Single 
Logout (SLO) instead of expiring the token. 

SiteMinder Integration Kit 2.2 – June 2008 

• Corrected threading issue that occurred under high load 

• Added support for isPassive and ForceAuthn  

SiteMinder Integration Kit 2.1 – March 2008 

• Added support for handling SMSESSION tokens containing the value LOGGEDOFF 

• Added support for SMSESSION token session-maximum and idle-timeout enforcement  

SiteMinder Integration Kit 2.0 – November 2007 

• Multiple SiteMinder Policy Server support 

• SMSESSION token prefix-naming to support SSO zones 

• Authentication Context/Method passed from IdP adapter to SAML assertion 

• Corrected SAML 2.0 IsPassive handling to return proper StatusCode  
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SiteMinder Integration Kit 1.0 – May 2006 

• Initial Release 

Known Issues and Limitations 

• If a modification is made to the SiteMinder Adapter configuration in PingFederate, the SiteMinder 
Agent is released and re-initialized on the subsequent SSO request. Any concurrent SSO requests 
will fail until the Agent is re-initialized with the new configuration.  

• In PingFederate 5.1.0, SiteMinder SSO zones do not work because of a cookie-encoding issue. This 
feature works in all other versions of PingFederate, including 5.1.1. 

See the Qualification Statement in the distribution docs directory for additional information. 
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